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In the early 1980s, a CIA officer in 

Moscow would leave his apartment 

knowing that the day had already 

begun without him. 

VOL 
01

St
ra

te
gi

c I
nt

el
lig

en
ce

 fo
r D

ec
isi

on
-M

ak
er

s

BY DAN JAHN

ISS 

01

FEB2026

The Moscow Rules for the Age of AI
What Cold War spy tradecraft reveals about judgment, power, and survival 
in an era of artificial intelligence.

I n the early 1980s, a CIA officer 
in Moscow would leave his 
apartment knowing that the 
day had already begun without 

him. Somewhere nearby, a 
surveillance team had rotated in 
at dawn. A watcher had taken a 
position across the street. A car 
with fogged windows sat too long 

at the curb. The officer’s first task was not to gather intelligence. It was to 
survive long enough to do so. He stepped outside and did not look back. That, 
in fact, was one of the rules: Do not look back; you are never completely alone. 

The Moscow Rules were not written on official letterhead. They were passed 
down, refined in field reports, sharpened after failures. They were simple 
enough to memorize, hard enough to live: 

They were designed for a city 
saturated with surveillance, where 
every move could be recorded, 
analyzed, and exploited. Replace 
the KGB with machine learning 
systems, global competitors, 
activist investors, and viral social 
media. Replace the dead drops 
with data exhaust and digital 
footprints. The terrain is different. 

The logic is not. 

 

KEY RISKS 
Algorithmic Overconfidence 
Mistaking AI outputs for objective truth, and 
allowing models trained on biased or incomplete 
data to drive strategic decisions without sufficient 
human scrutiny. 

Erosion of Executive Judgment 
Deferring to dashboards and predictive systems at 
the expense of seasoned intuition, ethical 
discernment, and contextual awareness. 

Premature Technological Lock-In 
Overcommitting to a single AI strategy, vendor, or 
architecture without preserving strategic flexibility 
in a rapidly evolving technical and regulatory 
landscape.
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The Rules, Then 
Each rule served a specific function in hostile 
territory. The Moscow Rules read today like a field 
manual for leadership in the age of artificial 
intelligence. 

Assume nothing meant treat every signal as 
potentially deceptive. In Moscow, the KGB staged 
false meetings, planted misleading cues, and 
cultivated double agents. 

Never go against your gut recognized that trained 
intuition often detected patterns before analysis 
could. 

Everyone is potentially under opposition control 
reflected the reality that drivers, clerks, even 
acquaintances might be coerced or recruited. 

Do not look back; you are never completely alone 
discouraged behavior that would reveal awareness 
of surveillance. 

Go with the flow; blend in demanded cultural 
fluency. Stand out, and you invite scrutiny. 

Vary your pattern and stay within your cover 
protected against predictability. Routine is the 
enemy of clandestine work. 

Lull them into a sense of complacency 
encouraged strategic patience. If surveillance 
relaxed, opportunity expanded. 

Do not harass the opposition was pragmatic. 
Provoking attention invites escalation. 

Pick the time and place for action meant act only 
when conditions favor success. 

Keep your options open ensured survival when 
plans collapsed. 

These rules were not ideological. They were 
adaptive responses to complexity, asymmetry, and 
imperfect information. Modern leadership faces 
the same structural conditions, intensified by AI. 

Reinterpreting All Ten Rules for Leaders 
in the AI Era 

1. Assume Nothing 
Artificial intelligence systems are trained on 
historical data. They replicate patterns embedded 
in that data, including its biases. Leaders who 
assume that algorithmic outputs are neutral or 
complete abdicate judgment. Research in decision 
science consistently shows that humans 
overweight early signals and underweight 
contradictory evidence. Add AI dashboards, 
predictive models, and automated forecasts, and 
the illusion of certainty grows stronger. To assume 
nothing is to treat AI outputs as inputs, not 
verdicts. It is to ask: What data trained this 
model? What blind spots does it contain? What 
incentives shaped its design? Skepticism, here, is 
not anti-technology. It is responsible stewardship. 

2. Never Go Against Your Gut 
Executives increasingly face tension between 
quantitative signals and qualitative intuition. An 
AI system may recommend optimizing for 
engagement, cost efficiency, or short-term 
revenue. A leader may sense that the 
recommendation erodes brand trust, employee 
morale, or long-term resilience. Studies of expert 
performance suggest that intuition is reliable 
when grounded in deep domain experience and 

The Moscow Rules 
‣ Assume nothing 

‣ Never go against your gut 

‣ Everyone is potentially under opposition 
control 

‣ Do not look back; you are never 
completely alone 

‣ Go with the flow; blend in 

‣ Vary your pattern and stay within your 
cover 

‣ Lull them into a sense of complacency 

‣ Do not harass the opposition 

‣ Pick the time and place for action 

‣ Keep your options open
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calibrated by feedback. The seasoned leader’s 
discomfort with a purely algorithmic decision may 
reflect tacit knowledge that the model cannot 
capture. The discipline is integration. Use AI to 
extend cognition, not replace it. If the numbers 
and your judgment diverge, investigate the 
divergence before capitulating. 

3. Everyone Is Potentially Under Opposition Control 
In Moscow, the threat was recruitment. In modern 
organizations, the threat is misaligned incentives, 
data manipulation, and narrative capture. AI 
systems are trained, fine-tuned, and deployed by 
humans with objectives. Vendors have business 
models. Employees have performance metrics. 
Platforms have engagement incentives. Assume 
that every stakeholder operates under some 
constraint or incentive that shapes behavior. 
Agency theory has long documented how 
incentives drive outcomes more reliably than 
mission statements. Design governance structures 
around AI use that align incentives with values. 
Establish oversight. Audit outputs. Clarify 
accountability. Trust is not a feeling. It is a 
structure. 

4. Do Not Look Back; You Are Never Completely Alone 
Today, leaders operate under continuous digital 
surveillance. Internal communications can be 
leaked. Decisions are scrutinized in real time. AI 
tools record, transcribe, and summarize meetings 
automatically. Assume that your leadership is 
observable, because it is. This does not require 
paranoia. It requires congruence. If you behave as 
though your choices may one day be public, you 
will make different choices. AI amplifies visibility. 
Ethical consistency becomes strategic insurance. 

5. Go With the Flow; Blend In 
In espionage, blending in was cultural survival. In 
global AI deployment, it is contextual 
intelligence. AI systems that perform well in one 
regulatory environment may fail in another. 
Norms around privacy, automation, and labor 
differ across regions. Leaders who impose a single 
technological model across diverse markets often 
trigger backlash. Blending in means adapting AI 
strategy to cultural, legal, and organizational 

context. It means listening before deploying. It 
means respecting the texture of local realities. 
Uniformity is efficient. Adaptation is durable. 

6. Vary Your Pattern and Stay Within Your Cover 
Predictable strategy invites exploitation. In 
competitive markets, if rivals can model your 
moves, they will. AI intensifies this dynamic. 
Competitors analyze signals at scale, infer 
strategic intent, and respond faster than ever. 
Varying pattern does not mean erratic leadership. 
It means cultivating strategic flexibility. 
Experiment with multiple product pathways. Test 
scenarios quietly. Preserve ambiguity where 
necessary. Staying within your cover, in corporate 
terms, means coherence of identity. If you pivot 
into AI, articulate how it aligns with your 
mission. Incoherent pivots erode trust faster than 
stagnation. 

7. Lull Them Into a Sense of Complacency 
This rule sounds manipulative. It is, in essence, 
about patience. In Moscow, an operative who 
appeared routine encouraged surveillance teams to 
relax. In business, a company that signals 
steadiness while building capability can move 
decisively when the moment arrives. In AI 
adoption, this may mean investing quietly in 
infrastructure, talent, and governance before 
public announcements. Strategic advantage often 
accrues to those who prepare without theatrics. 
Noise attracts counteraction. Discipline builds 
leverage. 

8. Do Not Harass the Opposition 
Provocation escalates scrutiny. In the AI arena, 
leaders are tempted to grandstand, dismiss critics, 
or mock regulators. That is a mistake. Public 
antagonism invites regulatory backlash, employee 
activism, and reputational damage. Engage critics 
seriously. Address ethical concerns directly. Avoid 
needless confrontation. Strength is often displayed 
through restraint. 

9. Pick the Time and Place for Action 
Timing determines outcomes. The history of 
technological adoption is littered with firms that 
moved too early and exhausted capital, or too late 
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and ceded ground. AI magnifies this risk. Markets 
can swing from hype to backlash in months. 
Leaders must read signals carefully. Invest in 
capability before it is fashionable. Scale when use 
cases are proven. Retreat when risks outweigh 
gains. The operative chose a meeting site only 
after confirming that surveillance had thinned. 
The executive should deploy AI initiatives only 
after validating governance, data integrity, and 
strategic fit. 

10. Keep Your Options Open 
Complex systems are nonlinear. AI adds layers of 
unpredictability, from model drift to regulatory 
shifts to emergent behavior. Real options theory in 
finance suggests that preserving flexibility has 
measurable value under uncertainty. Leaders who 
stage investments, maintain liquidity, and cultivate 
diversified capabilities are more resilient. Avoid 
technological monocultures. Avoid all-or-nothing 
bets. Maintain alternative suppliers, architectures, 
and talent pathways. Optionality is not indecision. 
It is disciplined humility in the face of complexity. 

AI as Both Tool and Terrain 
Artificial intelligence is not merely a tool leaders 
deploy. It is part of the terrain in which they 
operate. 

Algorithms shape hiring decisions, credit 
approvals, content distribution, and customer 
interactions. They influence public opinion and 
internal culture. They compress time, amplify 
errors, and scale both wisdom and bias. The 
Moscow Rules were developed for an environment 
in which information was weaponized. The AI era 
is similar, except the volume is exponential. 

Leaders must assume that data can mislead. They 
must train intuition to interpret signals from 
systems they did not personally build. They must 
design governance as if incentives can distort 
behavior, because they do. They must act with 
integrity under constant digital observation. They 
must adapt strategy while preserving identity. 
They must avoid unnecessary provocation. They 
must choose timing carefully. They must preserve 

optionality. AI does not eliminate uncertainty. It 
refracts it. 

Tradecraft for the Twenty-First Century 
The Cold War operative walked through Moscow 
knowing that certainty was a luxury he did not 
possess. He survived through disciplined 
perception, calibrated instinct, and strategic 
restraint. Today’s leader faces a different 
adversary: complexity itself, amplified by 
intelligent machines. The temptation in such an 
environment is to seek control through more data, 
more dashboards, more automation. Yet the 
deeper discipline remains human. 

Tradecraft, at its core, is about judgment under 
uncertainty. Artificial intelligence can inform 
judgment. It cannot replace it. The leaders who 
thrive in this era will not be those who surrender 
to algorithms, nor those who reject them outright. 
They will be those who approach AI the way an 
operative approached Moscow: alert, disciplined, 
adaptive, and aware that the environment itself is 
always watching.

The AI Rules 
‣ Assume nothing. Interrogate your 

models, and your own conclusions. 

‣ Never go against your gut, but refine it 
through feedback and experience. 

‣ Design systems that account for 
misaligned incentives. 

‣ Lead as if visible, because you are. 

‣ Adapt to context without surrendering 
identity. 

‣ Vary tactics, preserve coherence. 

‣ Build quietly before acting boldly. 

‣ Engage critics without escalation. 

‣ Act when conditions favor success. 

‣ Keep options open in a nonlinear world.
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